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Configure Word for CLW

For optimal integration with Microsoft Word, the following Word Trust Center Settings
are encouraged. Please note the use of these settings increases risk from malicious code

only when you open documents from unvetted sources. It is good practice to NEVER open
documents from unknown sources.

Open the Trust Center options window in Word:

Open Trust Center window

There are 4 settings to configure:

1.
. Trusted Locations allowed on network

2
3.
4

Cycom is listed as a Trusted Publisher

All macros are enabled

. Protected View is disabled for Internet files
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Standard Guide

Open Trust Center window

All of the Trust Center Settings can be configured by accessing the Trust Center window.
Open Word directly and select a Blank document or open any Word document.
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Select Options on the left pane at or near the bottom.

C Info

UU Home
Web Version Installation Guide - Workstation
B New Cycom File Share » Shared Documents » Documentation » For Cycom Personnel
5 Open E_ Protect Document
Q Control what types of changes people can make to this document.
Protect
Info Document ~
Save a Copy
@ Inspect Document
i Before publishing this file, be aware that it contains:
Check for =  Document properties, document server properties, content type information,
Share Issues ~ author's name and related people
®  Custom XML data
Export = Content that people with disabilities are unable to read
Transform . .
Y Version History
Close [D—*_\J View and restore previous versions.
Manage
Document ~

Account

Feedback

Options
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Select Trust Center on the left pane at the bottom. Press Trust Center Settings... on the

right pane under the Microsoft Word Trust Center heading.

Quick Access Toolbar

Add-ins ’

Word Options ? X
General
Help keep your documents safe and your computer secure and healthy.
Display
Proofing Security & more
Save Visit Office.com to learn more about protecting your privacy and security.
Language Microsoft Trustworthy Computing
Ease of Access
Microsoft Word Trust Center
Advanced
The Trust Center contains secunty and privacy settings. These settings help keep your - 1
Customize Ribbon computer secure. We recommend that you do not change these settings. ‘ Trust Center Settings...

o
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Setting 1. Cycom is listed as a Trusted Publisher

Select Trusted Publishers on the left pane at the top and confirm that Cycom Data
Systems, Inc. is listed as a Trusted Publisher.

Trusted Publish ,
i HBlEheE Trusted Publishers

Trusted Locations

cead T, lesued B Evpiration D
Trusted Documents Cycom Data Systems, Inc. Symantec Class 3 SHA256 Code Signing CA  2/10/2021 I
Trusted Add-in Catalo

Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar

File Block Settings

Privacy Options

0K Cancel

If Cycom Data Systems, Inc. is not listed as a Trusted Publisher, contact Cycom
Support.
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Setting 2. Trusted Locations allowed on network

Select Trusted Locations on the left pane and check the box beside Allow Trusted
Locations on my network near the bottom.

- P
ust Center 7

Trusted Publishers
i rusted Locations
Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make

Trusted Documents sure that the new location is secure.

Trusted Add-in Catalogs Path Description Date Modified ~
User Locations

Add-ins C:\...ppData\Roaming\Microsoft\Templates\  Word default location: User Templates

C:\... (x86)\Microsoft Office\Root\Templates\ = Word default location: Application Templates

ActiveX Sett
cHaveR settings C:\...Data\Roaming\Microsoft\Word\Startup\ Word default location: StartUp

Macro Settings

Policy Locations
Protected View
Message Bar

File Block Settings

Privacy Options

Path: CAUsers\Icrow\AppData\Roaming\Microsoft\Templates)
Description: Word default location: User Templates

Date Modified:

Sub Folders: Disallowed

Add new location... | | Remove H Modify... ‘

Allow Trusted Locations on my network (not recommended)
[] Disable all Trusted Locations

‘ 0K Cancel |
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Setting 3. All macros are enabled

Select Macro Settings on the left pane and select the radio button beside Enable all
macros near the top.

Trusted Publishers -
Macro Settings

Trusted Locations

Disable all macros without notification
Trusted Documents ) ) N
Disable all macros with notification

Trusted Add-in Catalogs Disable all macros except digitally signed macros
Add-ins ® Enable all macros (not recommended; potentially dangerous code can run)

ActiveX Settings Developer Macro Settings

Macro Settings
[] Trust access to the VBA project object model
Protected View
Message Bar
File Block Settings

Privacy Options

oK Cancel
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Setting 4. Protected View is disabled for Internet files

Select Protected View on the left pane and uncheck the box beside Enable Protected
View for files originating from the Internet.

Trusted Publishers
rusted FublEher Protected View

Trusted Locations
Protected View opens potentially dangerous files, without any security prompts, in a restricted mode to help

Trusted Documents minimize harm to your computer, By disabling Protected View you could be exposing your computer to possible
security threats.

Trusted Add-in Cotalogs [[] Enable Protected View for files originating from the Internet

Add-ins Enable Protected View for files located in potentially unsafe locations

ActiveX Settings Enable Protected View for Outlook attachments G

Macro Settings
Protected View
Message Bar

File Block Settings

Privacy Options

OK | | Cancel
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Press OK at the bottom of the Trust Center window and again at the bottom of the Word
Options window.

Irusted Publishers Trusted Publishers

Trusted Locations
Issued To Issued By Expiration Date

Trusted Documents Cycom Data Systems, Inc. Symantec Class 3 SHA256 Code Signing CA  2/10/2021

Trusted Add-in Catalogs
Add-ins

ActiveX Settings

Macro Settings
Protected View
Message Bar

File Block Settings

Privacy Options

0K . Cancel
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General

Display

Proofing

Save

Language

Ease of Access
Advanced
Customize Ribbon
Quick Access Toolbar
Add-ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Security & more
Visit Office.com to learn more about protecting your privacy and security.

Microsoft Trustworthy Computing

Microsoft Word Trust Center

The Trust Center contains security and privacy settings. These settings help keep your
computer secure. We recommend that you do not change these settings.

Trust Center Settings...

I _ oK ‘ Cancel

Please remember these settings increase risk from malicious code when you open
documents from unvetted sources. Exercise safe practices by only opening documents from
sources you recognize.
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