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There are 2 steps to complete this task:
1. Create a Self-Signing Digital Certificate

2. Import a Digital Certificate into a Template.
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Step 1. Create a Self-Signing Digital Certificate
To create a self-signing digital certificate, first open the Create Digital Certificate dialog

box.

In Windows 10, in File Explorer, navigate to C:\Program Files (x86) \Microsoft
Office\root\Officel16 and open SelfCert.exe
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For other versions of Windows:

¢ Windows 8: In File Explorer, navigate to C:\Program Files\Microsoft
Office\VERSION\ and open SelfCert.exe (Replace VERSION with the Office
version you are using).

¢ Windows 7: Press Start, point to All Programs, select Microsoft Office, select
Microsoft Office Tools, and then select Digital Certificate for VBA Projects.

In Your certificate's name, type a descriptive name for the certificate. Press OK.

J Create Digital Certificate X

This program creates a self-signed digital certificate that bears the name you type
below. This type of certificate does not verify your identity.

Since a self-signed digital certificate might be a forgery, users will receive a security
waming when they open a file that contains a macro project with a self-signed
signature.

Office will only allow you to trust a self-signed certificate on the machine on which it
was created.

A self-signed certificate is only for personal use. If you need an authenticated code
signing certificate for signing commercial or broadly distributed macros, you will
need to contact a certification authority.

Click here for a list of commercial certificate authorities

Your certificate’s name:
lMy Certificate Name]

OK | Cancel
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A SelfCert Success message will appear. Press OK.

SelfCert Success X

Successfully created a new certificate for My Certificate Name.

OPTIONAL: To view the certificate in the Personal Certificates store, Open Internet
Explorer. On the Tools menu, select Internet Options.
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Select the Content tab. Pre

ss Certificates.

General | Securty | Privacy CmeﬁgxrwleamlAdvmdl

Certificates
Use certificates for encrypted connections and identification.

f
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you.
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in Intemet Explorer and other programs.

OK Cancel

Select the Personal tab. Certificates you have created will be displayed.
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Step 2. Import a Digital Certificate into a Template.

Open the template in Word. (Note that double-clicking the template will NOT open the
template. It will create a New document based on the template. To open the template,
right-click the template and select Open.)

New
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Share

Open with...

Give access to
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Cut

Copy
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Delete

Rename

Properties

Select the Developer tab and press Visual Basic. (If the Developer tab is not available, it
must be added. In any Word document or template, select File. Select Options and then
Customize Ribbon. Place a check in the box beside Developer in the right column and
press OK.)
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Select Tools and then Digital Signature.

ﬂ Microsoft Visual Basic for Applications - Test Template

 File Edit View |Inset Format Debug Run | Tools
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Project - TemplateProject il Additional Controls...
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TemplateProject Properties...

Select Choose and select the digital certificate you created.

Digital Signature ? X

The VBA project is currently signed as
Certificate name: [No certificate]

Sign as

Certificate name: [No certificate]
[ Remove ‘ Choose...

. ok Cancel

OPTIONAL: Select Click here to view certificate properties to see the expiration date.

Press OK to load the certificate into the template. Save the template.

Windows Security X
Word
Select a certificate

— My Certificate Name

|

Issuer: My Certificate Name
Valid From: 1/1/2019 to 1/1/2025

Click here to view certificate properties

Note the following:

e If you digitally sign a document using a digital certificate you create, and then share
the digitally-signed file, other people cannot verify the authenticity of your digital
signature without manually deciding to trust your self-signed certificate.
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e Once a certificate is loaded the template cannot be changed. If the template is
changed, the certificate will need to be reloaded.
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